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S6: 04 /KH-TTT Khanh Hoa, nga)?2? thang 01 nam 2024
KE HOACH

Ung phé sw ¢6 dam bio an toan thong tin mang
cua Thanh tra tinh

Thyc hién Ké hoach s6 12830/KH-UBND ngay 04/12/2023 cia UBND
tinh vé Ung pho su ¢0, bao dam an toan thong tin mang trén dia ban tinh
Khanh Hoa ndm 2024; Thanh tra tinh xay dung K¢& hoach Umg pho sy c6 dam
bdo an toan thong tin mang cia Thanh tra tinh nhu sau:

I. MUC PiCH, YEU CAU

1. Muc dich:

- Bam bdo an toan thong tin mang ctia Thanh tra tinh, trong do6 tap trung
dam bao an toan thong tin cho cic hé thong thong tin quan trong cua co' quan, co
kha nang thich tmg mot cach chu dong, linh hoat va giam thiéu cac nguy co, de
doa mAt an toan thong tin trén mang. Dé ra cac giai phap tmg pho khi gip su cb
mat an toan thong tin mang.

- Tao chuyén bién manh mé trong nhan thirc vé an toan thong tin doi véi
cong chtrc, nguoi lao dong thudc Thanh tra tinh.

- bam bao cac nguén luc va cac diéu kién can thiét dé sin sang trién khai
kip thoi, hi€u qua phuong an ing ctru sy ¢6 bao dam an toan thong tin mang.

2. Yéu ciu:

- Danh gia cac nguy co, su ¢ an toan thong tin mang cua toan h¢ théng
dé dua ra phuong an dbi pho, ing ctru su ¢d twong tng, kip thoi, pht hop.

- Phuong an d6i pho, timg ctru sy ¢b an toan thong tin mang phai dit ra
dugc cac ti€u chi dé co6 thé nhanh chéng xac dinh dugc tinh chat, mic do
nghiém trong cua sy co khi sy ¢o xay ra.

II. NHIEM VU TRIEN KHAI

1. Tuyén truyen, pho bién cac vin ban quy pham phap luit; tap huin
ning cao nhin thirc, kién thirc, k§ ning vé an toan thong tin mang:

1.1. Ngi dung:

- Tuyén truyén, pho bién trén Trang thong tin dién tir ciia Thanh tra tinh,
long ghép vao Ngay phap luat dinh ky ctuia co quan vé Luat an ninh mang, Luét
cong ngh¢ thong tin.

1.2. Pon vi chu tri: Van phong.



1.3. Pon vi phoi hop: Céc phong thudc Thanh tra tinh;

1.4. Thoi gian thiee hién: Trong nim 2024 va cac nim tiép theo.
2. Panh gia cic nguy co, sw ¢d an toan thong tin mang:

2.1. Noi dung:

T chirc danh gia hién trang va kha nang bao dam an toan thong tin mang
ctia hé thong thong tin trong co quan (h¢ thong thw dién tir, hé thong trang thong
tin dién tir, hé thong dich vu cong truc tuyén, hé thong phan mém mét cira di¢n
tir, hé thong quan 1y van ban diéu hanh); danh gia, du bao cac nguy co, su cd,
tan cong mang va dé ra cac giai phap dam bao an toan thong tin cho cic hé
thdng thong tin

2.2. Pon vi chu tri: Van phong.
2.3. Pon vi phéi hop: Cac phong thudc Thanh tra tinh.
2.4. Thoi gian thuc hién: Thuc hién 01 cudc danh gid/nam

3. Xay dung phwong an doi pho, trng ctru ddi voi mot s0 tinh huong
sw co cu thé:

3.1. Noi dung:

. a) Phirong phap, cach thirc dé xdc dinh nhanh chong, kip thoi nguyén nhan,
nguén goc sw cé nham dp dung phwong dn doi phé, vmg ciru, khdc phuc sw c6 phi

hop:

- Su ¢b do bj tan cong mang;

- Su ¢b do 16i ctia hé thong, thiét bi, phin mém, ha ting k¥ thuat...;

- Su ¢6 do 16i ctia ngudi quan tri, van hanh hé thong;

- Sw b lien quan dén cac tham hoa ty nhién nhu bio, lut, dong d4t, hoa hoan. ..

b) Phuwong dn doi phé, vmg ciru, khdc phuc sie co:

Tinh huéng su ¢d do bi thn cong mang; tinh huéng su ¢b do 16i cua hé
thong, thi€t bi, phan mém, ha tang k¥ thuat; tinh huéng su c6 lién quan dén cac
tham hoa tu nhién nhu bao, lut, dong dat, hoa hoan v.v...

3.2. Bon vi chu tri: Van phong.

3.3. Pon vi phoi hop: Cac phong thuéc Thanh tra tinh; S& Thong tin va
Truyén thong.

3.4. Thoi gian thuc hién: Hang nam.

4. Trién khai phong ngira sy co, giam sat phat hién, bao dam cac dicu
Kkién sin sang doi pho, irng ciru, khic phuc sw co:

- Pau tu trang th1et bi, phan mém bao dam cac diéu kién san sang ddi pho,
ung cuu, khac phuc su co trang bi, nang céap thiét bi, cong cy, phuong tién, gia
han ban quyén phan mém phuc vu mg ciru, khic phuc sy ¢d; chuan bi cac diéu



kién bao dam, san sang dbi pho, g ciru, khic phuc khi su ¢b xay ra; thué dich
vu k¥ thuat va td chtrc tham gia cac hoat dong ctia mang ludi ing ctru sy cd.

- DPon vi chu tri: Van phong.

- Pon vi phoi hop: Cac phong thudc Thanh tra tinh.

- Thoi gian thyc hién: Hang nam.

I11. KINH PHI THU'C HIEN

Kinh phi thuc hién duge sir dung tir ngudn ngan sach.
IV. TO CHUC THUC HIEN

1. Van phong:

- Xay dung no1 dung, 1ap du toan kinh phi 16ng ghép trong Ké hoach imng
dung CNTT hang nam cua co quan dé trién khai cdc nhi€ém vu dugc giao tai Ké
hoach nay.

- Phén cong lanh dao phu trach va thanh 1ap hodc chi dinh bo phan dau
moi chiu trach nhiém vé an toan thong tin mang cua co quan.

- Thyc hién theo cong van sb: 2339/STTTT-CNTT ngdy 25/9/2021 vé
qua dé xuat cap do an toan hé thong thong tin (cap do 1).

- Thyc hién theo quyét dinh 07/QD-TTT ngay 01/4/ 2022 cta Thanh tra
tinh.

2. Cac phong thudc Thanh tra tinh:

- Phoi hop voi Van phong ki€ém tra, xtr 1y cac van dé vé an toan thong tin
mang khi c6 yéu cau.

- Hd tro Vin phong danh gia nguy co mat an toan thong tin mang khi co
yéu cau.

Trén day 1a Ké hoach tmg pho su c¢b dam bao an toan thong tin mang cua
Thanh tra tinh; yéu cau Van phong, cac phong, cong chirc thudoc Thanh tra tinh
nghiém tac trién khai thyc hién./.

Noi nhin: (VBDT) KT. CHANH THANH TRA
-SeLI&Tl; 7 _PHO CHANH THANH TRA
- Céac Pho Chanh Thanh tra tinh; ‘

- Truéng cac phong NV; /s
- Coéng chure thudc Thanh tra tinh;
- Trang TTDT (dang tin);

- Luu: VT, KT.

m ‘Tru’O’ng Thanh Phong
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